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Connecting to Audio R o tete
= Callin using your computer audio
(preferred) or through your phone

+ Your audio has been muted on entry
+ Remain muted during the training e

Asking Questions 5
+ Use chat for questions !‘
+ Send them to "Hosts and Panelists”
+ We will pause during the session to answer the
questions in the chat, and there will be Q&A time
at the end of the presentation

Accessing This Presentation

+ These slides and a recording of this session will be y—
posted on the Connecticut DRC LAS Links Website: i
https://laslinks.com/connecticut-information/

Review the meeting protocol one more time before the meeting starts.
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Abe Krisst
Bureau Chief Performance Office
Abe Krisst@ct.gov

Cristi Alberino, Ph.D.
» Smarter Balanced Interim and
Summative, LAS Links, Appeals
» 860-713-6862

Cristi.Alberino@ct.gov

Megan Alubicki-Flick, Ph.D.
« Grants, PD, CELP Standards
* (860) 713-6786

Megan.Alubicki@ct.gov

Katie Seifert
» Special Populations
+ 860.713.6722

Katherine.Seifert@ct.gov

Michael Sabados, Ph.D.
* Accountability, EdSight, and
Reporting
* (860) 713-6856
Michael.Sabados@ct.gov
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Key Dates
What's Changing and What's Not
DRC INSIGHT Solution Overview

DRC INSIGHT System & Network
Requirements

DRC INSIGHT Technology Setup
+ Support and Troubleshooting Resources

L]

+ Questions and Answers

Topics for the meeting today include:

Key Dates

What’s Changing and What’s Not

DRC INSIGHT Solution Overview

DRC INSIGHT System & Network Requirements
DRC INSIGHT Technology Setup

Support and Troubleshooting Resources

Questions and Answers




Key Dates

Let’s review some key dates for this year.
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Key Dates 2024 - 2025 DRC

November 21 » Repeat of this Technology Webinar Training

» ELACs receive access to the LAS Links DRC INSIGHT

December 9 Poridl

Decormbaro . F)is’rric’rs begin entering student accommodations
in the DRC INSIGHT Portal

January 2 -

March 7, 2025 » 2024-25 LAS Links Test Window

English Learner Assessment Coordinator (ELAC)




What's Changing

and What's Not

For the 2024-2025 testing year, we will cover notable changes. For a complete
overview of what's changing and what's not, you can check the DRC INSIGHT
Portal or the official communication for detailed information.




What's Changing and What's Not Changing @ DRC

What's Changing
* New URLs added to the network allow-list
* DRC INSIGHT updates require admin rights on Windows and Mac testing devices

What's Being Updated
* Supported operating systems — see System Requirements
* DRC INSIGHT Secure Applications updated fo version 15. x
o Will prompt to update when the application is launched
* COS Service Device updated to version 8. x
© Auto-updates if leftf on overnight with an Intemet connection
O Oruse the COS Application to update manually
* DRC INSIGHT Portal - new user interface; enhanced testing engine interface for students
What's Not Changing
* Supported Testing Device platforms - Windows, Mac, Linux, iPadOS and Chrome OS
* Testing device specifications
* Use the same COS Configurations and COS Org Unit ID

For the 2024-2025 testing year, new URLs will be added to the network allow-list,
and DRC INSIGHT updates will require admin rights on Windows and Mac devices.
The supported operating systems and the DRC INSIGHT Secure Applications will be
updated to specific versions. However, the supported testing device platforms,
specifications for COS Service Devices, and COS configurations will remain
unchanged.

What’s Changing

New URLs added to the network allow-list
DRC INSIGHT updates now require admin rights on Windows and Mac testing
devices

What'’s Being Updated
Supported operating systems — see System Requirements
DRC INSIGHT Secure Applications updated to version 15.x

COS Service Device updated to version 8.x
DRC INSIGHT Portal — new user interface




What’s Not Changing
Supported Testing Device platforms — Windows, Mac, Linux, iPadOS and Chrome OS

COS Service Device and testing device specifications
Use the same COS Configurations and COS Org Unit ID
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System Requirements Key Updates DRC

CORFORATION

The table below lists examples of the scalability of the COS Service Device.

* Device processor and memory configurations for a COS-SD

* The available shared network bandwidth required based on the number of concurrent
testers.

* Shared bandwidth includes Local Area Network LAN) WAN, and Internet

* The bandwidth for each network segment should meet or exceed the minimum
bandwidth listed in the last column of the table. The minimum bandwidth from the
testing device to the network is about 3-5 Mbps.

* If students are accessing content that contains audio or visual items (Human Voice,
Audio, Text-To-Speech, Video Sign Language), follow the network-infensive guidelines in
the table above. Please also consider the usage of audio and video for test directions.

Network-Intensive Minimum Available Shared
Content Basic Content T e P aeatns Available Network Bandwidth for Top
(Number of concurrent  (Number of concurrent testers) . Memory End of Concurrent Testers
testers) Range
Up to 100 Up to 200 4CPU 8 GB RAM 150 Mbps
Up to 200 Up to 400 8CPU 8GB RAM 400 Mbps
Up to 500 Up to 750 16 CPU 8GB RAM 600 Mbps

The table below lists examples of the scalability of the COS Service Device.
Device processor and memory configurations for a COS-SD
The available shared network bandwidth is required based on the number of
concurrent testers.
Shared bandwidth includes Local Area Network LAN) WAN, and Internet
The bandwidth for each network segment should meet or exceed the
minimum bandwidth listed in the last column of the table. The minimum
bandwidth from the testing device to the network is about 3-5 Mbps.
(Explain visual chart)
If students are accessing content that contains audio or visual items (Human
Voice, Audio, Text-To-Speech, Video Sign Language), follow the network-
intensive guidelines in the table above. Please also consider the usage of
audio and video for test directions.
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+ Google Chrome OS 114 to the current stable channel is fully supported
* Flex is now in phase 4 (end of its support)
* Microsoft
* Ending support for Windows 10 and 11-21H2
* Windows 11 in S mode is Phase 1 best-effort support
« Apple
« MacOS 12, 13, and 14 are fully supported — Version 12 moves to End of
Support in December.
- iPadOS 16, 17 and 18 are fully supported.
+ Apple ended support for iPadOS 15.4 and 15. X in October 2024.
« Linux
* Ubuntu 20.04, 22.04, 24.04 versions with Gnome Shell are fully supported

DRC INSIGHT System Requirements
@

Google Chrome OS 114 to the current stable channel is fully supported
Flex is now in phase 4 (end of its support)
Microsoft
Ending support for Windows 10 and 11-21H2
Windows 11 in S mode is Phase 1 best-effort support
Apple
MacOS 12, 13, and 14 are fully supported
iPadOS 16 and 17 are fully supported. Apple ended support for iPadOS 15.4 and
15. X in October 2024.
Linux
Ubuntu 22.04, 22.04, 24.04 versions with Gnome Shell are fully supported
DRC INSIGHT System Requirements



https://drive.google.com/file/d/1KLuuvrzJ3s-HOWlohujrYpLm7-zSzd75/view?usp=drive_link

Solution Overview
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SECURE,
WEB-BASED
SYSTEM

STUDENT
EXPERIENCE

INSTRUCTIONAL ‘ DRC 'NSIGHT ‘
RESOURCES AND.I‘&“ ONLINE LEARNING SYSTEM
TOOLS FOR P

EDUCATORS

REPORTING
SUITE

CONNECTIVITY
AND TECHNOLOGY
READINESS TOOLS

- PLATFORM

AGNOSTIC
TECHNOLOGY
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English Learner [ Technology ‘
\Q Assessment \m Coordinator \,(@ Sleen
Coordinator B

DRC INSIGHT Portal
’ DRC INSIGHT Portal Installation and Configuratio
Student and Test Setup 8 8 services(LoB)
Test Tutorials Online Tools Test Tutorials Online Tools
Videos Training (O] \ i "

DRCINSIGHT

!CSDE

DRC INSIGHT works with various software and hardware components to provide a
secure online testing system that delivers online assessments. This slide breaks down
the different roles and how they use the system.

The Assessment Coordinator uses the DRC INSIGHT Portal for student and test setup.
The Technology Coordinator will use the DRC INSIGHT Portal to access the DRC
INSIGHT, COS installers, and manage COS Configurations and Service Devices. The
Students use the DRC INSIGHT secure application to access the Online Tools Training
and the online assessment.

The tutorials and OTTs are under all roles because they are a vital part of the process.

They are particularly beneficial to the students, as they provide a comprehensive
understanding of the system and its usage. This knowledge empowers them to
perform better in their assessments.

12
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Administrative
website for
managing
assessments
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DRC INSIGHT Portal - https://Il.drcedirect.com/ @ DRC

Technology Set
+ Download installers

- Set up and manage
Cenftral Office Service
Configurations

Test Administration

- Set up and manage
student information
and test sessions

- Manage and monitor
testing

. A

14




Site Installation and Support @ DR
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Testing
COS Service Device Devices

\

Central Office Services DRC INSIGHT Secure Application is

(COS) Service Device installed on testing devices to ensure
forlocal content hosting a secure testing experience

+ User-friendly installation wizards

* No reliance or dependencies on third-party software
* No conflicts with other software running on devices

+ Software automatically updates

There are two components: the COS Service device, which hosts content on your
network, so it is closer to the student, and the DRC INSIGHT Secure Application on
the testing devices. The installer for the testing device is a secure browser that
essentially locks the device down so the student can’t access other resources while
using it for testing. There are Windows, Mac, Linux, iPad, and Chromebook installers.

(one click to bring up the box — Slide builds)
Both of our installers offer a user-friendly installation wizard. They don’t rely on other

software, operate independently, and don’t conflict with other software running on
devices.

15
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COS Service Device Overview 1—)—39

« Content Hosting service

+ Installers are on DRC INSIGHT Portal Downloads page

+ Auto-updates to new version

+ Pool of COS Service Device delivers basic load balancing

!CSDE

A COS Service Device enhances the testing process by providing local content
hosting, which improves test security and ensures that testing devices remain
on the same network. It also reduces the reliance on wide-area networks,
thus improving bandwidth usage and providing a more consistent experience
across various testing sites. This is particularly beneficial for assessments that
include multimedia components.

16




Why Use a COS Service Device?

* Provides additional test security

Requires testing device to have the same network connection
during the assessment

* Hosts testing content closer to the student
* Reduces wide-area network and/or Internet bandwidth
« Offers more consistent experience across sites

o Especially for assessments with audio, images and video

« Addresses equity concerns around delivering equivalent
student experiences

o

Using a COS Service Device enhances test security by ensuring that testing
devices maintain the same network connection throughout the assessment. It
also hosts content closer to students, reducing bandwidth needs and
providing a consistent experience, especially for assessments that include
audio, images, and video. This setup addresses equity concerns by delivering
equivalent experiences to all students. For more detailed information, refer to
the DRC INSIGHT documentation.

17
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DRC INSIGHT
System and

Network
Requirements

The DRC INSIGHT system and network requirements ensure optimal testing
performance. Key aspects include supported operating systems, necessary
bandwidth (3-5 Mbps per device), and specific configurations for devices and
networks. Prioritizing DRC INSIGHT traffic, allowing certain URLs, and
configuring firewalls are essential for seamless operations.

18
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« Connecticut DRC LAS Links Website https://laslinks.com/connecticut-information/
* DRC INSIGHT Portal (https://ll.drcedirect.com)

m @ LEADING THE WAY IN LANGUAGE ASSESSMENT DRC

Anncuncements | Documents | O
Test Setup General Information

Downloads

Software Downloads

——

DRE INSIGHT P2 racos/os | eadf Connecticut DRC LAS Links Website

The DRC INSIGHT iPad app is now available from the Apple App Store. Search for D) C DE

e Feeel e o ICUT STATE

ey : ) DEPARITMENT OF FOUCAIION

Yiew System Requirements Manitor Satting Verifical

There are two ways you can access the system requirements
Connecticut DRC LAS Links Website

DRC INSIGHT Portal

19




Technology Director Training 1/11/2022

Accessing DRC System Requirements @ IBQ

Select My Applications — General Information — Downloads

DRCANSIGHT LASUMKS +  GONCRAL INFORMATION =

chcls oot b Mumsechterers DRC

iCSDE

Access the DRC System Requirements on the DRC INSIGHT Portal under My
Applications — General Information — Downloads.

20




System Requirements
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DREINSIGNT Device Hardware Requirements
Tenepfees

w2 I ANSEZANEZ i\

Sriesger’ L
+ ActulScreenResoution - 1024 768 orbeter
* Scale/Display Size - 100%
.

Wired or wireless * -3 Mbgs or better

cos sertite Device "/ Ll \S\AL U

Hardware Requirements

nxmmu 2068 0r more

Connected to the network through 3 wired connection

i i e himia]

& syikd mactate.cod.bandzvommg

+ Detailed system requirements for
DRC INSIGHT Online Testing

« Updated System Requirements posted to
the DRC INSIGHT Portal June 30

« Updated three times during the year

o June - Upcoming year’s
specifications

o October - Operating System updates
o February — Operating System updates

See DRC INSIGHT Portal for up-to-date Documents — My Applications — General Information — Documents ‘ !CSDE

or See Connecticut DRC LAS Links Website

Detailed system requirements for DRC INSIGHT Online Testing are available on
the DRC INSIGHT Portal. The most recent version was posted on June 30.

Updated three times during the year

*  June
*  QOctober
*  February

Check the DRC INSIGHT Portal for the most current information

21




System Requirements Con't. @ DRC

7_\ = - . FEONY 777‘\“7»,'
DRclNSIG’Hx,dhéraBBéE‘stém‘ifquiregsé“ T A\ * DRC INSIGHT Secure
Testing Devices ApphCOTIOﬂS are
o‘T‘eshcr;ED:\rgavesﬁbponeicnth IIo 8 Sys| By e 4 7:{_’* s supporfed on WindOWS,
o ratwon| A\ macOS, Linux, iPadOs,
o g’:znlmux Ond Chrome OS
i COS Service Delyice /] o L 1 : .
d “”2:??5«"11“”’*“”“ s WHMMB 0 qT r m‘ an HL Operating System devices
\_¢ it Windows/ \ A )] \ s 3
T fohvads = o - + COS Service Devices are
* Note: o and Chets 05 tesing ";JS.Z‘:JT;:Z:;T:Zﬁiﬁ?’f;?ﬁﬁi:ﬁp T supported on Windows,
b e o e e T e macOS, and Linux devices

* Note: Any testing device operating system type can connect to any
COS Service Device operating system type; the two operating
system types do not need to match ﬁ;
CSDE

See DRC INSIGHT Portal for up-to-date Documents — My Applications — General Information — Documents
or See Connecticut DRC LAS Links Website

DRC INSIGHT Secure Applications are supported on Windows, macOS, Linux, iPad
0S, and Chrome OS Operating System devices

COS Service Devices are supported on Windows, macOS, and Linux devices

Note: Any testing device operating system type can connect to any COS Service
Device operating system type; the two operating system types do not need to
match. There can be a mix of operating systems, testing devices, and COS service
devices within your COS Configuration; our solution is flexible. We don’t support
COS SD on iPads or Chromebooks because they don’t have the necessary
horsepower, CPU, and disk space to hold the content. They aren’t typically robust
enough to host the content but work well in the classroom for instruction and
test delivery.
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INCOMING/CURRENT OUTGOING/ENDING
PHASE 1 PHASE 2 PHASE 3 PHASE 4
PRERELEASE jmamll BEST EFFORT FULLY . BEST EFFORT 2 END OF

SUPPORT SUPPORTED

SUPPORT SUPPORT

« Prerelease: Beta Channel
Regression testing of beta release about 2-4 weeks before OS release

« Phase 1: Best Effort Support for Vendor Recently Release Versions
Additional rounds of regression testing to verify actual production release
Troubleshoot any issues to resolution

« Phase 2: Fully Supported
Fully tested and certified with full support if any issues are uncovered

- Phase 3: Best Effort Support for Vendor Recently Unsupported Versions
Assistance troubleshooting issues as best we can without a guaranteed resolution

« Phase 4: End of Support
DRC cannot offer any level of support for our software on this version and may restrict its use g
CSDE

We'll talk about Operating Systems Support and go through the different phases,
as shown on the slide.

Prerelease: Beta Channel
When it’s first released, we don’t move it to full support right away

DRC performs regression testing on our systems as soon as a new version is
available in this channel

We are allowed to use it, and most of the time, there are no issues, but if issues
arise, we call it a best effort, meaning we will get it fully supported ASAP. Issues
will get resolved, and they will be moved to fully supported; this usually happens
pretty quickly.

Phase 1: Best Effort Support for Vendor Recently Released Versions
* Additional rounds of regression testing to verify actual production release
*  Troubleshoot any issues to resolution

Phase 2: Fully Supported
* Fully tested and certified with full support if any issues are uncovered

23




Phase 3: Best Effort Support for Vendor Recently Unsupported Versions

Assistance troubleshooting issues as best we can without a guaranteed
resolution. If it’s worked in the past and there are no changes to devices or
software, it will likely continue to work, though there are sometimes
exceptions to this, but we encourage you to get off it as soon as you can and
onto a fully supported operating system for support and security reasons.

Phase 4: End of Support

DRC cannot offer any level of support for our software on this version and
may restrict its use

23
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DRC INSIGHT Operating System Requirements iPados Support
i % %
s"”""“d Opealing Systam Vantosy. « Major release versions are indicated by the number to the left of the decimal point. For example, release
See DAC's Operating Bolicy for 15.x and release 16.x are major release versions.
Phase 1Best Effort Supp g . For example, release
ot Y | - —— A 1shhed 153 are mi ver ohmp rﬂemnmoﬂls
o Currently no operating systems — —~ | LK
Phase 2: Fully Supported Ql_({_\ . 4ol
2 w3 o Ful bw of public avaitability of
v 3 gy e D thd.sewsersion mcp rovides Best Effot Support of the new
Windows (1)(2) major release version.
o Windows 8.1 *
© Windows 10 (3)4) v 25 5000 35 DRC
Versions 2042, 211, and 214 x

—~ y N m..n e

e C N2> L ))

o Windows Server 2012 R2 WX \) ) \5] « oRC i@nﬁ: for which Apple maintains support.
. Wi v N ©  DRC INBIGHT is e b

e )| A\ A

® Windows Server 2022

iPadOs (5) DRC offers umlollwmmumpmn
® [PadOs 14.x lol!MW rent stable channel level.
iPadOs 15. level.
Chrome OS S N P the
o Gvome 05 current stable chankd (647i6) % ) (2 ting
o
for le cf l fore| 124,

macos (9) w ( ) ) i

o me0s 1015 o= ARt Tesk G

® macOS1lx

o macos12,

Linux (9) umwm

o Ubuntu 18.04 LTS version with Grome Shell

o Ubuntu 20,04 LTS version with Grome Shell — —~ 2 Z8

® Ubunty 22.04 LTS version with Grome Shell 1 s
Phase 3: Best Effort Support. ( ) @

o Cusrently no cperating systerns \&) —_—
Note: DRC e ‘When End of © 64-bit Windows
during » typical testing cycle, DAC will continue to ki ummwsmmumxmmw cxcle ends. o ebimcos
DRC recommends tha sites upgrade 64-bit Unux

Phase 4: End of Support
uow Mandchmmcsuuln.mmnNmmzw1ers-wummsuwu n them can
 Currently no operating systems For example, an iPad or
Device.

cnmuosmx-qmea wm.wm mxoxoru inux COS Service

See DRC INSIGHT Portal for up-to-date Documents —

My Applications — General Information — Documents
or See Connecticut DRC LAS Links Website

Operating systems update frequently, so the most current version of the
operating system is included under full support.

Note that Fully supported = the latest version the vendor supports.
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DRC Device Support Policy DRC

CORPORATION

Full Support of DRC software on vendor-supported devices that meet
device and supported operating system requirements

Once vendor ends support for a device, DRC provides Best Effort Support
for a short period before ending support

Apple bases iPad model support on whether the model supports the
latest operating system update

All Chrome OS device support is based on Google’s Auto Update
Expmhon (AUE) date

, Based Chrome OS device model's first production date, not its purchase date;
typically, 5-6 years after first production release

o Google's Auto Update policy and the list of Chrome devices with AUE dates:
support.google.com/chrome/a/answer/6220366

Full Support of DRC software on vendor-supported devices that meet device and
supported operating system requirements

Once the vendor ends support for a device, DRC provides Best Effort Support for
a short period before ending support

Apple bases iPad model support on whether the model has a supported
operating system

Google bases Chrome OS device support on its Auto Update Expiration (AUE)
date

*  AUE based on the model’s first production date, not its purchase date;
typically, 5-6 years after the first production release

*  Google’s Auto Update policy and the list of Chrome devices with AUE
dates: support.google.com/chrome/a/answer/6220366

25



https://support.google.com/chrome/a/answer/6220366

Chrome OS Device Support

DATA RECOGNITION
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- When AUE date is reached:

o Operating system updates are no longer guaranteed
o Necessary security and functionality upgrades cease

o Availability of Google Management Console for device is
suspended

+ DRC offers Best Effort Support for unmanaged Chrome OS device if:

o A supported DRC INSIGHT Secure App for Chrome OS was installed
before it became unmanaged

o Chrome OS devices meets the device and supported operating
system requirements

When the AUE date is reached:

Operating system updates are no longer guaranteed

Necessary security and functionality upgrades cease

*  Availability of Google Management Console for the device is suspended

DRC offers Best Effort Support for unmanaged Chrome OS devices if:

A supported DRC INSIGHT Secure App for Chrome OS was installed before
it became unmanaged

Chrome OS devices meet the device and supported operating system
requirements

*  To determine the AUE date for a ChromeQS device, use the following link to

Google’s Auto Update policy and the list of ChromeOS devices with their AUE
dates: support.google.com/chrome/a/answer/6220366.

26
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DRC INSIGHT Testing Network Traffic Overview DRC
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COS Service Device

1/ 2. Student starts DRC INSIGHT:

Test Engine is loaded from
DRC to the testing device. amazon’
cloudfront

A
_4A-TEST CONTENT

2}TEST ENGINE SOFTWARE

1 5-RESPONSE DATA

Students

5. During testing: Responses
go to DRC servers.
After confirmation, Student
moves to the next question.

6. LAS Links Assessments delivers Images and Audio
with each Question: Next Question Content is
delivered based on COS Service Device availability.

This slide shows how the test is delivered over the network

(1) When the COS Service Device is installed, test content stored on the Amazon
Web Services (AWS) CloudFront is automatically sent to the COS Service Device.
The Content Management service automatically checks for new content several
times daily and updates the COS Service Device.

(1) Time this at a low activity time as this uses more bandwidth.

(2) When a student starts DRC INSIGHT (the Secure Application is launched),
readiness checks are performed, and the test engine software is automatically
loaded from the DRC servers to the testing device.

(2) The DRCINSIGHT secure application is not the testing interface, just a
shell. So once this secure application is launched, it downloads the test
engine/testing interface (2-3 megs). If you have any questions on
bandwidth, you can have the students stagger launching the test engine.

(3) When students log in to the test, servers at DRC verify their login, and their test
sessions are returned to the testing device.

(4A) When students select the test and a COS Service Device is configured, it delivers
the test content to their testing devices, reducing the startup time for these

27
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testers. All of the test content is encrypted for security. A fair amount of
content will come down to the testing devices at this stage.

(4B) When students select the test where no COS Service Device is configured or

(5)

available, the test content is delivered directly from the DRC servers to the
testing devices.

test responses (labeled Response Data) go directly to the DRC server during
testing. DRC confirms receipt before the student moves to the next question.
Student responses are saved to the DRC server if they move to the next
question.

(6) When there are Computer Adaptive Tests (CAT) we don’t know what the next
guestion will be until the previous question is scored. TTS tests deliver audio
throughout the test. This is why you want a COS SD: the content comes
locally, creating a consistent experience vs. relying on bandwidth.
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DRC INSIGHT Testing Network Traffic

Test Type (Fixed Form or Computer Adaptive) Fixed Form

. Delivered
SRl e throughout test
Average Assessment Content Size 2-3 MB per Item
Average Response Size < 5 KB fo > 600 KB
Additional Peripherals Hegdse’r VAT

Microphone

Network Requirements During Test Higher

The DRC INSIGHT Testing Network Traffic guidelines emphasize the importance of
allowing specific URLs and prioritizing traffic related to testing to ensure
smooth operations. Proper network configurations, including adequate
bandwidth (3-5 Mbps per device) and firewall settings, are crucial. The
guidelines also recommend monitoring network performance during testing
windows to minimize disruptions.

28




Network Setup @ D:{C
« Prioritize DRC INSIGHT traffic on the — —
network LAS Links it on 1| t = A il
+ Ensure these URLs are allowed on ot o :VM“W"‘[‘“’”.XM ! ”(9 ey
all content filters, firewalls, and | e s engmeproiaer ',':41':.“..;‘“:;:;‘ o s
antivirus software (Bold URLs are T(f :ﬁf}' Zﬁﬂ:ﬂu i y’ ISEr
new this year) _ | :"“:., ::1 S m— = N
+ Wildcard *.drcedirect.com (51U ,L“ﬁ T H € D) F‘ (s
- Port/Protocol i :;:::::::‘.,:
o 80/HTTP \ &\ﬂ..j‘&_d_‘_ (3 (/:\y/ o
o 443/HTTPS H “ H tt::f‘,a::m;;::it‘“‘g ﬁ “'H Ol
« Ensure your network does not block ' pee mctes ""&ﬂ"s«c,m
or slowdown https ping requests ‘ «Sﬁ&% ?:”'g ﬂ[m é t
specifically to this URL: Mg e s .3 s 5,
https://wbte.drcedirect.com/LL/Vv]1 ﬁ(@)&fmmm
i 1GA thallames com

If you can, prioritize DRC INSIGHT traffic on the network. Ensure these URLs
are allowed on all content filters, firewalls, and antivirus software. Besides
allowlisting these sites, you may need to enable them to pass through the
proxy server without requiring authentication credentials to be passed by
DRC INSIGHT.

Check page 26 of the Technology User Guide (TUG) for the most up-to-date URL
Allowlist information.
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https://drive.google.com/file/d/1G5iqUxJK45XRam4H8BQTLW47m9N4t_Ow/view?usp=drive_link

DRC INSIGHT™

Technology Setup

The DRC INSIGHT™ Technology Setup involves ensuring proper configurations for
testing devices, including the installation of the DRC INSIGHT Secure
Application across various operating systems like Windows, macOS, Chrome
0S, iPadOSs, and Linux. It’s essential to verify network readiness, device
settings, and accessibility features to facilitate a smooth testing experience.
Additionally, guidelines recommend monitoring bandwidth and prioritizing
network traffic to accommodate testing requirements.
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Central Office Services (COS) Application @ DR
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+ Use COS to create, monitor and maintain COS Configurations

+ COS Configurations establish for testing devices the association of
available testing programs and where testing devices get test content

COS Service Devices COS Service Device Devices with a DRC
provide local content | N INSIGHT Secure
hosting services to the Application are

COS Configuration ,‘ TDesfing 5 4 registered to the
evices - o

COS Configuration
If COS Service Device

is not included oris

unavailable for more
than 4 hours, content —
comes from DRC COS Configuration

The COS (Central Office Services) allows for the creation, monitoring, and
maintenance of COS Configurations, linking testing devices to available programs
and content sources. Devices running the DRC INSIGHT Secure Application are
registered within these configurations. COS Service Devices are crucial as they
host local content, ensuring efficient access. If a COS Service Device is down for
over four hours, testing content will be sourced directly from DRC.

* Use COS to create, monitor, and maintain COS Configurations
* (Slide Builds)

* COS Configurations establish for testing devices the association of available
testing programs and where testing devices get test content

* (Slide Builds)

* Devices with a DRC INSIGHT Secure Application are registered to the COS
Configuration
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* (Slide Builds)

COS Service Devices provide local content hosting services to the COS
Configuration

* (Slide Builds)

If the COS Service Device is not included or is unavailable for more than four
hours, content comes from DRC
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DATA RECOGNITION

DRC INSIGHT Technology Setup DRC

ooooooooooo

Activity 1: Installing a New CQOS Service Device
Activity 2: Installing DRC INSIGHT Secure Applications
Activity 3: Managing COS Configurations

The tasks involved in installing, configuring, and using the Central Office software are
noted on this slide. We will walk through each of the above tasks within this training.

Next, we will walk through the process of installing Central Office Services, creating a
central office configuration, installing DRC INSIGHT on testing devices, and inputting
the ORG Unit ID to associate the testing device with a COS Configuration.

We will also briefly discuss how you can manage your central office configuration.

It is important to note that for both COS and DRC INSIGHT, the software does require
admin access to install and write access to the installation folder to perform the Auto
Update function.
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Install a New COS
Service Device

To install a new COS Service Device, follow the specific installation procedures
outlined in the DRC INSIGHT documentation. Ensure your device meets the
required system specifications and network configurations for optimal
performance. After installation, register the device in the COS configuration
for content hosting. Lets cover each step in more detail.
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Installing a New COS Service Device @ DRC

CORPORATION

Setup - Central Office

Welcome to the Central Office Instaliation Wizard.

Installing Central Office

Installing component Central Office

2%

Ve Datais )
Preparing the installation...

Installing component Central Office
C:\Program Files (x86)\CentralOffice\node.exe

Next Quf

install ] Cancel

- Prepare a host machine with a supported operating system
- Download and launch the installer to begin the wizard install process
- When prompted, it is recommended to use the default locations

For activity 1, download and launch the COS Service Device installer from the

device you designate as your COS Service Device. You will get the installable
from the DRC INSIGHT Portal.

DRC provides an easy-to-use wizard to walk you through the installation of the
COS Service Device. As discussed previously, it is important to ensure the COS

Service Device meets the minimum system requirements based on your
expected peak concurrency while testing.

The Installation Folder window displays. You must indicate where to install Central
Office and where to store downloaded content.

The default location for the Central Office software is C:\Program
Files\CentralOffice, and the default location for Central Office to store
downloaded content is C:\Program Files\CentralOffice\content_fs.

Click Next to select the default locations (recommended) or Browse... to choose

34




different locations.

Utilizing a Proxy Host is optional. Please check with your network administrator to
see if one is needed. If you plan to use a proxy server, enter the server's URL
and click Next.

The Proxy Host window displays. This window allows you to specify a separate
proxy server for the Central Office service devices.

Please see your Network Administrator to see if your site utilizes a proxy host
(optional).

If you plan to use a proxy server, enter the server's URL and click Next.

Leave this field blank if not using the Proxy host and click Next.

The Ready to Install window displays. The window indicates the amount of disk
space the installation will require and the components that will be installed.
Click Install to continue.

The Installing Central Office on Windows Devices window displays, indicating the
progress of the installation. Please note: The installation process can take 10-20
minutes.

COS Service Device software is designed to receive updates automatically.

34




Installing a New COS Service Device ‘ @ s
Activity 1 DBC

Service Ports

- Configure Service Ports
. Specify the base port (usually the default value of 55222 will work)

After entering the base port, the install automatically selects consecutively
numbered ports

- Test Service Ports ©  cownOmcabutine s
Click "Test"” to Verify porf Configure Service Ports
availability 2 Installr
. Central Office requir base port and the next
CI|Ck HOKH Ond uNeXTn :::ots‘avecdula ' 0 The ports are available. »SSZD
(or “Cancel” to exit the ~ ‘

Additional ports

installation)

The Configure Service Ports window appears. In this window, you specify the port to
use for Content Hosting (labeled the Base port). The software uses the base port
to determine which ports to use for content downloading and relaying.

After you select your ports, click Test to verify that the chosen ports are available on
the device. If the Installer dialog indicates the ports are available, click OK and Next.
If the Installer dialog that displays indicates that the ports are not available, select a
different base port and repeat this step until you have available ports.

VL L VL VL VL VT VY VLN VY VL VLV VT VI VL VL VT ST VLV

Port Specifics

* The following describes each of the ports that may be used by the COS Service
Device and the traffic that occurs on each.

* 55222: TCP Port traffic that needs to be allowed on the internal district LAN.

This is how Insight tests clients’ requests and gets content from the COS-SD.

* When Insight clients are talking to DRC on the internet, it is over TCP Port 443.
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* When Insight clients request content from the COS-SD, it will be sent over TCP
port 55222.

55223: This TCP port needs to be allowed only for the host computer running the

COS-SD software (content hosting).

* This port will never get used on the LAN or over the internet.

55224: This TCP port needs to be allowed only for the host computer running the

COS-SD software (content management).

* This port will never get used on the LAN or over the internet.

55225: This TCP port needs to be allowed on the internal district LAN, but only if

the district plans to use the Restricted Proxy feature.

* If the district wants a Restricted Proxy, then 55225 would need to be allowed
just like 55222 described above.

Notes: allowing ports 80 and 443 is for a site's network firewall for external

communication. Ports 55222-55224 are used internally, so communication should

not be passed over the network firewall. Users can still allow ports 80 and 443 for

due diligence.
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Installing a New COS Service Device i :
COS Wizard DRC

- The “Completing the Central Office Wizard” window appears

Save the URL that displays in this window.
The URL can be used to resume the process, if necessary, without re-

installing the COS Service Device

Central Office Installer Setup
Completing the Central Office Wizard LX) Cantral Ofice Instaer Setup
Completing the Central Office Y
Completing the Central Office Installation Wizard. Completing the Central Office Install C Offic

When you cick Finish. you must use the bromser scr A P

T N e, scroen that is displayed to select]|  Completing the Central Office Wizard

configuration wizard. If a log in screen appears, you this device. You must accept the

the configuration wizard screens appear. m‘;xx m’;:: Campleting the Central Office Installation Wizard.

Or if you need to wait tilllater before performing the et fag I s tha Configuratd

steps, please save this unique URL You gy By s When you chck Frish, you must use the browser screen that is dsplayed to select the
into your browser onfuratonsfor s devee. Yo must st the enduser e apesment e ten

Or if you need to wait til later bet follow the steps in the wizard. If alog in you must log In

configuration steps, please save before the configurabon wizard screens appear.
Ssago o R leter by pewing & b Or if you need to wat 8 later before performing the configuration steps, please save this
unique URL. You can go to it later by pasting it into your browser.

rect.comjall entral-officeuijservices /4227e 3 1-2600 4ead-babd-f icaff328a4f feetuo)

ices/34391cba-4783-4d10-9119

L= ]

The Installing Central Office on Windows Devices window displays, indicating the
progress of the installation. Please note: The installation process can take 10—

20 minutes.

Two things now occur: The Completing the Central Office Wizard window appears,
and the DRC INSIGHT Portal screens are launched.

* Important: From the Completing the Central Office Wizard window,
highlight and, copy and save the URL that displays—you can use it to
resume the process at this point (if necessary) without re-installing the

software.

* Click Finish in the Completing the Central Office Wizard window.

* When you click Finish, you must use the browser screen that is displayed
to select the configurations for this service device. Accept the end user
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license agreement. If a login screen appears, you must log in before the
configuration wizard screens appear.
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DATA RECOGNITION

Installing a New COS Service Device o NDRC
Configuration , DRC

TORPORATION

« The installation
wizard will
Welcome tothe DRC INSIGHT Portal automatically
ORCANSIGRY S launch the DRC
B s INSIGHT Portal

- If you are not
already signed in,
login window
displays

After the installation of the COS Service Device software, you will create an initial
COS Configuration to use with the COS Service Device and the testing devices.

The COS Service Device configuration wizard will automatically launch the DRC
INSIGHT Portal and launch the process to create a COS Confirmation. If you
are not already logged in, you will be prompted to log in.

If this is the first time you have logged in, you must accept the license agreement.

The COS Service Device configuration wizard will guide you through the
configuration selections necessary to manage your testing environment.

Enter a Configuration Name that will help you identify it quickly such as Lab 1 or
the location of the device. Select whether or not to enable automatic updates
of INSIGHT on the testing devices. If your site uses a proxy server then you
can specify those settings on this page. You will select a testing program (in
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this case LAS Links) and specify a district or school to associate the
configuration. If you’re a smaller location, it is not necessary to setup a
configuration for each site. You can manage all of your testing devices under a
single site, but you will have to pick one of your sites that is associated with
the configuration.
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Addmg Configurations

Installing a New COS Service Device

Em @ Hic

uuuuuuu

- Check this checkbox to change
this page to the 2-Step process

0

[The configuration wizard
defaults to the 5-step
process for creating a
new COS Configuration.

Check the “Use Existing

\Conflgurohon” checkbox)

The configuration wizard defaults to the 5-step process for creating a new COS
Configuration.

Check the “Use Existing Configuration” checkbox to add a service device to an

existing configuration
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Installing a New COS Service Device ) PRC
Two Step Process ‘ @ Dj{C

DRCINSIGHT g 00

/Step 1: Naming the new COS Service \
Device

1. Give the new COS Service Device a name (3-50

@ characters)

Step 2: Find the existing COS Configuration

AT to which we want to associate the

new COS-SD

@ v = @ 2. Select the Testing Program
esntung 3. Search for the Site (School or District)
@ 4. Search for the existing COS Configuration
5. Verify the name and Org Unit ID and then click
\ “"Complete” to complete the configuration wizard )

Configure Central Office Service

........ DRC ﬁ
CSDE

Step 1: Naming the new COS Service Device

1. Give the new COS Service Device a name (3-50 characters)

Step 2: Find the existing COS Configuration to which we want to associate the
new COS-SD

2. Select the Testing Program
3. Search for the Site (School or District)
4. Search for the existing COS Configuration

5. Verify the name and Org Unit ID and then click “Complete” to complete the
configuration wizard




COS Dashboard

® DC

DRCINSIGHT - - o0

Central Office Services Dashboard

(Cenhal Office Services

~
Dashboard

A new COS Configuration will appear
on the COS Dashboard after about 3-
5 minutes

Note the COS Org Unit ID

This will be used for manual installs of

the DRC INSIGHT Secure Applications
\_ o J

A new COS Configuration will appear on the COS Dashboard after about 3-5

minutes

Note the COS Org Unit ID**

This will be used for manual installs of the DRC INSIGHT Secure Applications.
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DATA RECOGNITION.

Installing DRC
INSIGHT Secure
Applications

To install DRC INSIGHT Secure Applications, download the installer from the DRC
INSIGHT Portal, ensuring compatibility with your operating system. Use the
installer provided on the portal for Windows, macOS, and Linux. For iPadOS
and Chrome OS, download the app directly from their respective stores.
Follow the on-screen prompts during installation. Let’s cover this in more
detail.

41




Technology Director Training 1/11/2022

DATA RECOGNITION

DRC INSIGHT Secure Applications Overview DRC

nnnnnnnnnnnn

+ Installed on testing devices to help provide a secure testing experience
« Install once and used by all DRC-administered test programs
Windows, macOS, and Linux Installer

Available in the DRC INSIGHT Portal (My Applications — General Information —
Downloads)
iPadOS, Chrome OS device, and Windows in $ mode Installer

Available in Apple’s App Store, Google Play, and Microsoft Store

« For iPads, the installer is only available in the App Store directly to the device or
downloaded to a Mobile Device Manager (MDM) and deployed via an MDM

« For Chrome OS, the installer is only available via a URL link to the Google Play store
and deployed using the Google Admin console

* Windows in S mode installers are only available in the Microsoft Store

DRC INSIGHT secure applications will be installed on student testing devices once
and must be used for all DRC-administered test programs.

Key Points:

- These applications are installed on testing devices to ensure a secure testing
experience.

- Install the applications only once for all DRC-administered test programs.

- They are available for Windows, macQS, and Linux installers in the DRC
INSIGHT Portal under the Downloads tab in General Information.

- They are also available for iPad, Chrome OS devices, and Windows 10 in S
mode in Apple’s App Store, Google Play, and Microsoft Store.

- iPadinstallers are only available in the App Store and can be downloaded and
deployed using a Mobile Device Manager (MDM) solution.

- Chrome OS installers are exclusively available via a URL link to the Google Play
store and can be deployed using the Google Admin console.

- Windows in S mode installers are only accessible in the Microsoft Store
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directly to the device.
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Installing DRC INSIGHT Secure Applications @ DRC

nnnnnnnnnnnnnnn

ooooooooooo

DRC INSIGHT Secure Applications are installed on each testing device

This software can be manually installed on each testing device or
using mass distribution solutions to install on a group of testing device

Welcome to the DRC INSIGHT
Online Learning System Setup
Wizard

T il ival CRC INSIGHT Oriie Lessrarg System an your
corputer, The wizard wi kad you 5169 by step Srouch e
S

rarslaten
Ok et 10 contrue of Cancel o et Set.0. |

0 200 e T

Completing the DRC INSIGHT
Online Learning System Setup

Wizard

CIk e Trigh" ution 5 et e Setp Wiaaed

]

Download the DRC INSIGHT Secure Application from the DRC INSIGHT Portal
(you’ll need to be logged in). This software can be manually installed on each

testing device or using mass distribution solutions to install on a group of testing
devices.

Launching the install file from your testing device will bring up a wizard
that will walk you step-by-step through the DRC INSIGHT install. Please
note that DRC INSIGHT requires administrator credentials to install the
application as well as write access to the installation folder to perform any
updates. Both the COS Service Device and DRC INSIGHT must be up to
date to begin testing.

If you are planning a mass install, there are detailed directions in Volume 3
of the DRC INSIGHT Technology User Guide.

* You'll see a little box that says Launch System Readiness Check.
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DATA RECOGNITION

Device Registration DRC

CORFORATION

+ Launch DRC INSIGHT

Configuration Not Found

s T youl Nl i - Register with a COS
Contact your technical resource and provide them with the following information: C ® nﬁg urd ﬁon by [ @ |iC king
bevacas ot g the Devics Toahit ORG Uk 1. The ORG Uit 1D was sntered “Assign Device to ORG Unit”

incorrectly, was deleted, or was not assigned to this device.

Click Assign Device to ORG Unit to enter the correct ORG Unit |
or click Cancel to end the process.

K
-

Device Registration

1362902414 -

- Enter the ORG Unit ID from
Activity 2 click “Add”

- After adding the ORG Unit, . - ]

click “Register” S : ﬁ;
CSDE

Installing the DRC INSIGHT secure application on a testing device isn’t yet assigned to
anything.

Launch the application on the testing device after installing the DRC INSIGHT Secure
Application to associate it with a COS Configuration.

When the Device Registration page appears (Configuration Not Found screen), enter
or paste the device’s ORG Unit ID, and click “Assign Device to ORG Unit”.

(click)

After you have added the ORG Unit, click Register.

Note: It will appear in the COS Configuration’s Testing Devices tab after successfully
registering the device. As you work through your COS configuration, consider the
impact of the decision to use one org unit ID or to configure multiple org unit IDs
based on the test device setup. For example, If you are using a third-party test-to-
speech application for one program and that testing device is also used for testing
another testing program, you will want to make sure you will be using that same
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third-party text-to-speech software in the other testing program. | will cover this
again later in the presentation when we review adding testing programs to your
configuration.
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DaTa RECOGNITION,

couy

DRC INSIGHT System Readiness Check DRC

« Verifies that each testing
device meets the

. minimum system
= = requirements for testing
: =~ |« Ensures testing device is
F— = operating properly prior to

testing

« Limits delays on the day of

R testing

covocoocoof
i
i

We do This check when software is installed and when the student launches the
DRC INSIGHT secure application to verify that this device meets the right
specifications. It’s automatically checked when you install it. You can skip it if
you like, but it will automatically launch when the student launches DRC
INSIGHT.

Ideally, everything will be green. If the checkmarks are yellow, you can get details
on the warning. If they are red, something is not meeting specifications and
cannot be used.

Doing the readiness check before testing helps to eliminate delays on the day of
testing.
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Managing COS
Configurations
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Managing COS Configurations DRC

CORPORATION

COS Configurations are

managed from the COS

Dashboard K o

- Use Content Management :
to manage content
hosted by the COS
Configurations

* Manage Devices in

COS Configurations

Use the COS dashboard to monitor your COS Configurations, COS Service Devices,
and Testing Devices. (click) You can use this dashboard to determine before testing
that everything is ready for testing.

* Use Locations to manage testing program
* Use Content Management to manage content hosted by the COS Configurations

* Manage Devices in COS Configurations

(click)

B The question mark at the top right corner of the screen is online help. You'll stay
in the COS section, but another tab will open up that allows you to toggle back
and forth between help and the COS Dashboard.
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Central Office Service
Embedded Online Help

Central Office Services (COS) Online Help

B Central Office Service Embedded Online Help
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Managing COS Configurations Aetivi @ -
. . - 'y 3 =
Configuration Information —R
Configuration Information

/Abillfy to: \

- Update COS — T =
Configuration name

« Change Enable Auto
Updates for Windows, | & -
macOS and Linux testing
devices

- Change the use of a

\_ proxy host if required )

When you select a COS configuration name in the COS Configurations Dashboard,
you’ll see the configuration information page.

You'll be able to change the COS Configuration name and change the use of a
proxy host.
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Managing COS Configurations - - i
Testing Devices \@ DRC

Testing Devices

Sample COS Configuration
- Verify Devices' status in the —
COS Configuration

* Move devices between
COS Configurations

* Remove Testing Devices

The next tab is Testing Devices. This will show you all the testing devices which are
part of the COS Configuration.

On this tab you can quickly check to make sure all testing devices that should be in
the COS Configuration are assigned to it. You can also check the operating system
version. The Last Seen date is the date the DRC INSIGHT secure application was last
launched on the device. We don’t have an active ping between the testing devices
and the COS mainly because you don’t want all that traffic on your network, so this
the last time our software was launched on that testing device. You can also Move
or Remove testing devices between COS Configurations under Testing Devices.

%k 2k 3k 3k 3k 3k >k >k >k 3k ok 5k 5k 5k %k >k >k 3k ok 5k 5k 5k %k %k >k >k 3k 5k 5k 5k %k %k >k >k %k 5k 5k 5k %k %k >k >k 5k 5k 5k >k %k %k >k >k 5k 5k >k >k %k %k >k >k 5k 5k >k %k *k %k %k k %k k *k
%k 2k 3k 5k 3k 3k %k >k >k 3k ok 5k 5k 5k %k >k >k 3k ok 5k 5k 5k %k >k >k >k 3k 5k 5k 5k %k >k >k >k %k 5k 5k 5k %k %k >k >k 5k 5k 5k >k %k %k >k >k 5k 5k >k >k %k %k >k >k %k >k >k %k *k %k %k k %k *k *k

%k %k ok %k %k %k k %

Notes:

Move:
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1. Note the COS Org Unit ID for the target COS Configuration
2. Select the devices from the existing COS Configuration
3. Select Move Devices in the Action Menu
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Managing COS Configurations -
Service Devices DRC

nnnnnnnnnnn

Service Devices

/Ability to: )

» Verify status of the COS
Service Devices in the
COS Configuration

« Add and Remove COS
Service Devices

* Update software version
of the device

« Validate device content

» Change the COS
\Service Device name

The Service Device tab is where you see all the service devices.

You can verify the status, add, or remove COS service devices.

If you don’t get automatic updates (or don’t leave your COS Service Devices on
overnight), you can select the checkbox to the left of the name and select the
Update Version button to update. The update may take about 15 minutes or
so.

You can check and validate each Service Device one at a time to make sure
nothing has been corrupted or you can validate all Service Devices at once by
checking them and selecting the Validate All button.

Note: Do not update the version during the day while students are testing as the
device will not be available and may disrupt student testing. Instead wait until
no testing is happening to do updates.
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Locations

( Ability to:
« Verify status of the testing
programs in the COS
Configuration

» Add and Remove testing
\__Programs

This is where we can add in another assessment. Right now any testing device
attached to this configuration can only deliver Michigan assessments.

This slide shows you how to add a testing program to State Assessments already
hosted on this COS Configuration. You don’t have to touch the testing devices; you
only need to come in here.

(click)

* Add or remove testing programs

1. Select a Testing Program from the dropdown list
2. Select a Site and find the site or district using the name or site code (click)
3. Select Add Site to add the testing program location
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Managing COS Configurations - v T8
Content Management 1 DRC

nnnnnnnnnnn

Content Management

‘Sample COS Configuration
(Ability to: ) e
* Select the appropriate

testing content to be hosted
on the COS Service Device

+ Select any accommodations
to be hosted on the COS
Service Device
« TIS/HVA accommodations will

be "checked" if they were

\ selected in the prior year _/

- Before testing starts, verify active administration
content and accommodations are selected and downloaded

Content Management shows the content downloaded to the COS service devices. On
this screen, you can select all the content or choose the content you want when you
want it. It’s best to download all the applicable accommodations because you don’t
necessarily know which students need which accommodations. You may wish to
verify if students will need VSL before checking that one since that is a lot of content,
so you don’t necessarily want to download that if it’s not required. Go in here before
testing to verify these.

Select the necessary content for students’ testing using this COS Configuration.

Ensure the proper administrations and accommodations are selected under the
Content Management tab within your COS Configuration(s).

After checking the appropriate boxes, remember to click “Update
Configuration.”

Content download times will vary depending on your site’s Internet and
network configuration.

Before testing each day, verify that the configuration(s) are green before students
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start testing.

53




Managing COS Configurations o] DNRC
Content Hosting @ m

Content Hosting e s e i

Sample COS Configuration

rAbiIify to: E
* Enable or disable

Content Hosting by COS
Configuration

* Manage Hardware Load
Balancers

et Manage Shared Con’ren’r)

Coment nosng

If needed, sites can Manage Hardware Load Balancers and Manage Shared Content
using the Content Hosting page.

If, for whatever reason, you need to turn off your service devices and get content
directly from DRC, you can do that here by toggling Enable Content Hosting. You’'d
rarely need to do this, but if you did, this is where you can make the update without
disturbing testing devices.

Also, if you use audio and visuals for test directions, you will likely want to turn on
content hosting.

If you want to use your own load balancer instead of ours, this is where you can set
that up.
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Assign Testing Devices to a T
COS Configuration ‘ D:{C

Two methods to assign testing devices:

1. Manually assign COS ORG Unit ID to testing devices
(Activity 2)

2. Within COS, create configuration script for deployment
to testing devices

"

We've talked about manually assigning the COS ORG unit ID to testing devices.
You can also create a configuration script for deployment to testing devices
within the COS. | will show you how to do this on the next slide.
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Create Configuration Script for Deployment @ DRC

to Testing Devices

DATA RECOGNITION

rrrrrrrrrrr

Deployment

(Ability to: )
» Create COS Configuration

distribution files for Testing
Devices

- Save and distribute the file
fo festing devices
(See Technology User
Guide Volume lll: DRC

\_ INSIGHT)

J

Sample COS Canfiguration

If you are using software distribution, this is where you would get the script.

Under the Deployment tab within Central Office Services next to the program(s),
create COS Configuration distribution files for Testing Devices by

Select “Download Configuration” and Click “Save” to create the file.

This distributes the file with the ORG Unit ID to testing devices (See Technology User

Guide Volume Ill: DRC INSIGHT).

Note: This configuration only had one program in it before, but we then added
another, so you don’t have to re-distribute this because the file has the ORG Unit ID
in it, and the testing device already has another program.

(Questions? Before testing device preparations and recommendations)
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Testing Device

Preparation
Recommendations
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Testing with One-to-One Computers DRC

nnnnnnnnnnn

Test security considerations:

« COS Configurations should have a COS Service Device(s) that
can only be accessed from the school/district network
« Prevents students accessing tests when not on site

« Consider adding the DRC INSIGHT Secure Application
immediately before the testing session, and remove immediately
after the testing session
- Chrome Device Management Console and other software

distribution tools support background installs and uninstall

- Ensure that test tickets are secured at all times
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Device Preparation Recommendations @ DRC

+ DRC INSIGHT software does not change device settings or turn off
background processes
+ Local Responsibility and Best Practices:

+ For Device Performance, Test Security, and Test Reliability, DRC
recommends that sites review processes and software running in
the background and have a procedure for disabling them before
the assessment and enabling them after the assessment.

«  Temporarily disable automatic updates on Operating Systems
and other Software updates

«  Software and/or processes running in the background

iCSDE

Because most testing devices are used for instruction, DRC INSIGHT software
does not change device settings or turn off background processes. It is a local
responsibility to manage devices since the technology directors know how the
devices are being used and what is used in the background.

DRC recommends that unnecessary background processes and software be
removed, turned off, or disabled. DRC also recommends before
testing sites reviewing which processes and software are running in
the background and have a procedure for disabling them before the

assessment and enabling them after the assessment.

For Test Security and Device Performance before testing, temporarily disable:
*  Automatic Updates (Operating System and Software)

. Background software and/or processes
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Device Software and Background Processes @ DRC

<

+ Testing devices used during classroom instruction may have software that could

+ Typing assistant and grammar checking (Grammarly, Ginger Software, ProWritingAid)
+ Classroom monitoring tools (Linewize Classwize, Wellbeing, GoGuardian, Securly)

- Intelligent Personal Assistant (IPA) (Siri, Cortana)

- Any native accessibility features in use

compromise student responses and/or affect the device's performance during the
assessment. Examples include:

Remote access/remote control (TeamViewer, AnyDesk, Remote PC, LogMeln)

Collaboration tools (Teams, Zoom, Google Chat and Meet, Webex)
Screen Capture Software (OBS Studio, Microsoft Game Bar, Snagit, Camtasia, Loom)

+ Windows and Mac include features like magnification, confrast adjustments, closed
captions, narration, and keyboard and mouse opfions

Note: these are commonly used examples of each category and are NOT a complete

list. %
CSDE

The DRC INSIGHT secure application won’t allow students to start these
applications while in the test. Still, if the application ran beforehand, students
could access apps embedded in the operating system or running in
background processes.

* Testing devices used during classroom instruction may have software that could

compromise student responses and/or affect the device’s performance during
the assessment. Examples include:

*  Typing assistant and grammar checking (Grammarly, Ginger Software,

ProWritingAid)

* Classroom monitoring tools (Linewize Classwize, Wellbeing, GoGuardian, Securly)
* Remote access/remote control (TeamViewer, AnyDesk, Remote PC, LogMeln)

* Intelligent Personal Assistant (IPA) (Siri, Cortana)

* Collaboration tools (Teams, Zoom, Google Chat and Meet, Webex)

* Screen Capture Software (OBS Studio, Microsoft Game Bar, Snagit, Camtasia,
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Loom)
Any native accessibility features in use

Windows and Mac include features like magnification, contrast
adjustments, closed captions, narration, and keyboard and mouse options

To ensure testing content displays correctly, DRC recommends using the
following device scale and/or display settings:

e Windows and ChromeOS — 100%

*  macOS — Default
* jPadOS - Standard

| will stress again that these are commonly used examples of each category and are

NOT a complete list.

60




Chrome OS Device Settings @ DRC
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Chrome OS Device Display Size should be set to 100%

« Use Cftrl + Shiff + 0 (Number zero noft the letter O)

« If the size does not change use Ctrl + Shift + - (minus key)

« Or go to Seftings, Device, Displays, under Built-in Display set Display Size to 100%

Chrome OS Devices must be set to US English Keyboard

* Required to display quotation marks and apostrophes

« To allow prior keyboard settings to be cleared from cache at least a week prior to
testing either:
1)Set device to "“US English Keyboard”

Using Ctrl + Shift + Spacebar, toggle through the keyboard types until US English
Keyboard displays
2) Consider removing all keyboards but US English Keyboard

¢ Chrome OS Device Display Size should be set to 100%. If the display size isn’t set
to 100%, items may not appear correctly on the screen.
Use Ctrl + Shift + 0 (Number zero, not the letter O)
If the size does not change use Ctrl + Shift + - (minus key)
Or go to Settings, Device, Displays, under Built-in Display, set Display Size to
100%
*  Chrome OS Devices must be set to US English Keyboard
Required to display quotation marks and apostrophes
To allow prior keyboard settings to be cleared from the cache at least a week
before testing either:
1)  Setthe device to “US English Keyboard.”
Using Ctrl + Shift + Spacebar, toggle through the keyboard types
until the US English Keyboard displays
2)  Consider removing all keyboards but the US English Keyboard

LI NI NEVENY NENE N NTNE VLN NENEVENT VEVE ST ST NE N N VEVENT NEVE LT VL VENT NEVENT NT VL VN
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1. Exit the test and close DRC Insight.

2. Open the DRC Insight app again.

3. Select the desired test and open the test sign-in page but do not log in yet.

4. Click into the username text box so the blinking cursor appears in the text box.

5. Press control, shift, and space at the same time and you should see a small
white box appear next to the cursor with either US or INTL in it. The text box
must have focus for the label to appear.

6. Repeat step 5 until US appears on the label.

NOTE: If you don't see a small white label appear with the keyboard layout of US
or INTL displayed over the top of the username text box, it isn't doing
anything. This is the case when Insight was initially launched with US selected
at the ChromeOS sign-in screen. It only seems to be possible to toggle the
keyboard if Insight was launched with INTL selected at the sign-in screen. You
can also try using just control + space without the shift. If there is still nothing,
you can test if you are on US or INTL by simply trying to type a double
guotation mark. If you can press shift + quote and get double quotation
marks, you should be fine. If you don't immediately get a double quote try
pressing 'a' to see if you get a foreign 'a' with double dots on top indicating
you are on INTL.
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o~ ] -
Support and

fesouces | TROUBLESHOOTING
- ® <\ :E D

Support and Troubleshooting Resources for DRC INSIGHT include guides and
FAQs to address common issues like network problems, device
configurations, and content retrieval errors. Users can access troubleshooting
guides on the DRC INSIGHT Portal, which cover steps to resolve issues during
testing. Additionally, it is essential to have a plan for escalating problems as

they arise.
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Troubleshooting Common Issues DRC
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Sites should have a plan for remedying issues during testing and
escalating issues when necessary.

Common issues include:
« Network connection issues
Configuration not found

Peripherals not setup before testing
No Audio

School ¥ o DRC
Test \ District
L Technology ) Customer
Administrator Specialist f/ Support Shriice

Be prepared in case there are issues. Create a plan in advance for the Test
Administrator so if they do have a problem, they know where to go.

* Common issues include:
* Network connection issues
* Configuration not found

* Peripherals not setup before testing
*  No Audio
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We have a System Status page that will let you know if we are having issues. It
will tell you the different applications you are using and their status.

This page indicates the operating status of DRC INSIGHT across platforms, so it
would not reflect issues experienced in any specific site/state/region.

(click)

There is also online help at the top right corner of the screen that will explain
what each status means.
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If DRC INSIGHT cannot send a _
response due to network connection

issues, this error message is displayed o

R

Connection Retry is in Progress

@ Please raise your hand and wait for help. or

nporary issue ﬁ
The system is attempting to reconnect

1 the system reconnects, this message closes and you can continue testing. If the system
cannot reconnect, this message cioses, an Intemet Connectivity Efror message displays,
and you have to exit DRC INSIGHT

1 you want to exit the test now, select the "Exit the Test” button

Tech Bulletin: Extended Retries

Connecticut DRC LAS Links Website

Issues are generally more local on the wi-fi network. Students may lose
connection momentarily as they move within the test. DRC doesn’t want to
kick them out, so re-tries are done in the background. If that doesn’t work,
the student gets this message that we’re continuing to retry for 5 minutes.
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DRC Online Readiness Documents and Tools ) DRC
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ﬁté
tool for sites administering assessments online
| Estimates response times based on site-specific factors }
tool for sites to assess the site’s network readiness
Install and configure COS Service Device and DRC INSIGHT on a single testing devic:
Describes Extended Retries feature to address testing device connection issues
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Accessing DRC Online Readiness W
Documents and Tools LI

CORFORATION

@ LEADING THE WAY IN LANGUAGE ASSESSMENT DRC

TECHNOLOGY RESOURCES

HOME  ASSESSMENT SOLUTIONS ¥  CUSTOMERFORMS ¥  SUCCESS STORIES ¥  DIGITALLIBRARY ¥ RESOURCES ¥  NEW CUSTOMER ONBOARDING ¥ STATE PAGES

Connecticut DRC LAS Links Website

Technology Documentation

For Technology Documents, in the DRC INSIGHT Portal select

2024.25 LAS Links Testing Window January 2-March 7, 2025

« LAS Links Portal User Guide B
« Headset Recommendations

Connecticut DRC LAS Links Website
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Technology User Guide @ DRC
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Provides overview of the DRC

Volume |: Introduction to Online

and using DRC INSIGHT

Testing INSIGHT technical components
Volume II: Central Office Services Details on Central Office System,
(COS) including the COS Service Device
Volume Iil: DRC INSIGHT | Detailed instructions for installing ‘

Volume IV: Troubleshooting Solutions for most common issues

Connecticut DRC LAS Links Website

As referenced throughout the training, DRC has four Technical User Guides (or
TUGS) available for an in-depth explanation of the components that make up
the DRC INSIGHT Online Testing System. Detailed instructions, along with
screen shots, are contained in these Guides. If you don’t read them all, then
we would encourage you to read Volume 1 which presents an introduction to
Testing using the DRC INSIGHT system. All four of these volumes are located
on the management component, which we call the DRC Portal for short.
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Central Office Service Embedded Online Help
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DRCAINSIGw Central Office Services (COS) Online Help

Managing COS » Using the ——

Using the COS Dashboard
From the COS intertace, select a Testing Program and a Site 10 Gispiay the COS Dasnooard
COS Dashboard Charts

When the COS Dashboard appears, three cos
—drspiay at the top of the COS Dashboard. The COS Dashboard chans dsplay 8 color
bar indicating the percentage of COS Configurations or devices tnat have a particufar status. The grids
w st the statuses that display in the g
Note The percentage values displayed in each chart represent the percentage of devices within al the
COS Configurations created for that testing program and ste.

COS Configurations Chart

o5
The cos with...
status
- one of more COS — SD3 that have an active heartbeat (i e
mickonss lare checking in to DRC)

[nabie 1o Fing
[Processi
ontent rocessing content
at least one COS — SO Wi Content That s Gut of date.

[Content Ouldated |y Trvs content must be valsated before the COS - SO

an be used for testing
[COS SO Version | at least one COS ~ SO ihal hias not been Upgraged 1o the.
loutaated Jatest version of COS - SD sofware

About COS Oniine Hewp

Auglence and Topics

Using the COS Online Help

Navigating the COS Online Help

Printing Topics

Managing COS

The COS
< Using the COS Dashboard
Starting and Stopping the COS

Oashboara

COS Service Device System
Requuements

COS Service Devices and the
Namber of Students Testing

Configuration Information

Testng Devices.

Service Devices

Locations

Content Management

Content Hosting
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Site Technology Readiness Checklist
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1

Day of Testing

[

&)

CHECKLIST INTRODUCTION
«

O Send a reminder email to staff to avoid using the network (LAN, WAN, and Internet) for bandwidth
intensive projects during testing,

['site Planning,

and Logistics

] O Check with building administration regarding the timing of building bells, alarms, or announcements that

may go off during the test session.

, Site Technology Readiness ¢

saed [ Technology — COS Service Device Setup

Deploying LLAS Links Onlin

O On the Service Device tab of Central Office Services application, ensure that the COS Service Device status
is “Functional”

O On the Content Management tab of Central Office Services application, confirm the testing content for the
necessary test administrations are checked and that the correct content has been downloaded to the COS
Service Devices.

[ Technology — Testing Device Setup

O Test each device at the

the day (inck equipment licable).
stem Readiness Check on at least one testing device.

O Verify that no background
O i testing dev

ptautomatic operating system updates, verify that it has the most

the operatiny before the test session starts to avoid any software updates occu
O Ensure that levices are far enough apart to avoid interfer distractions.
O Chrome devices launch very quickly. Direct students to wait for the device to successfully connect to the

hing the DRC INSIGHT Secure App. If DRC INSIGHT is launched before the device
connects to the network, the student will receive an Internet Connection Error (ICE). If this occurs, relaunch
DRC INSIGHT after the connection is established.

O Ifa portable device will be used on battery power, verify that the charge will last for the duration of the test]
Note: It is recommended that all devices be plugged in to power during the test

[ Technology rk

T Ui S Techtogy besdness Checkin, 3017 2018

Connecticut DRC LAS Links Website

O Technology staff should verify that the wireless access points are fully operational

O Require anyone in the testing room{s) and anyone sharing the testing room's wireless access point to turn
off any wireless devices not used for testing.
O Stagger the logins to the testing system. For example, have 10 to 15 students per room log in to the system

over 20-30 second intervals.
O ifa room s having difficulties testing, verify the connection speed from a device in the testing rooms,
n the other devices are using the network. Run a Speed Test using www.speedtest.net to a
innesota. Results of less than 3 Mbps download and 3 Mbps upload per testing device indicate

insufficient available bandwidth.

The Site Technology Readiness Checklist is designed to identify various factors that a
site should address to provide a positive student online testing experience. ltis a
great overview document that can help you establish timelines and ensure
implementation steps are not missed as you prepare your environment for testing
on the DRC platform.

®  Site Planning Team

B Teachers, Test Administrators, Technology Coordinators, System

Assessment Coordinators, EL Directors, Principals, Curriculum Directors

B Recommended Timeframes

2-3 Months Before Testing
1-2 Months Before Testing
2-4 Weeks Before Testing
1-2 Weeks Before Testing
Day of Testing

70




Categories

Communication

Site Planning, Scheduling, and Logistics
Technology — Device Setup
Technology — Network Configuration
Technology — COS Setup

Training
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DRC INSIGHT Headset Guidance
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DRC INSIGHT Headset Guidance
The following audio guidelines are to help maximize the potential for testing success:

« Make sure the headset is set as the preferred playback device.

Students will not be able to adjust the volume on their device once the DRC INSIGHT Secure
Application is launched. Make sure the audio is not muted and the volume is turned up before
launching the application.

I headsets are shared between students, be sure to properly sanitize the devices between use.

* To optimize the testing experience for all students, it is suggested the testing environment allows
for ample space between students. Even with headsets, audio from the assessment may still be
audible a few feet away from the student.

The following chart outlines guidance on headset features for use with DRC INSIGHT.
[ Configurstion | rcs Séid Coris
‘Comfortable when worn for a longer time period by students of
— different ages. Weight and size of headsets can be selected based
m"" ey ideal on students’ age. Portable headsets are smaller and lighter and
hence may be suitable for younger students. Deluxe headsets are
larger and heavier but have the advantage of reducing more noise.
Toise cancellation often does not cancel 6ut the sound of human
Nolse cancefing voices, 50 this feature provides less benefit.
Acceptable
headphones Many headsets with a noise cancellation feature require a power
source (e.g  batteries or USB connection).
Ear buds or ear Sound volume can vary based on the positioning of the buds in the
Acceptable | 5, resul audio playback.
Audio playback built into devices generally do not offer very high
Device speakers Marginal fidelity, which can lead to poor audio quality. Device speakers do
not offer privacy during the test.
To ensure test security, students should Nt use BIUETooth or
wireless headsets.
Some Bluetooth devices can be connected to multiple devices at

Bluetooth or sk once. This creates the possibility for students to connect them to

wireless headsets. recommended | y.eir testing device and their smartphones.

Test Administrators need to be aware that smartphones are
turned off and/or not present and not connected to any
ipher. student is using during the

Play Back Mode: Optional The sound files of the assessment are recorded and played back in

Stereo stereo.

Connector Plug: Many USB-connected headsets require driver installation and need

o US8 to be manually enabled as the preferred playback device.
© Single 3.5 mm Optional Some computers have two ports for connecting audio-out and
plug (TRRS) audio-in separately, while others have one port for both.
© Dual 35 mm Make sure to check your specific equipment before purchasing
plugs (TRS) headsets. Adapters for both types are widely available.
2 This is a nice optional feature as headsets that do not have an

::::“ Controk Optional inline volume control will need to be tested for volume prior to

launching DRC INSIGHT Secure Application.

testing success

Guidance for
delivering
assessments with
audio to help
maximize the
potential for
testing success
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Testing Site Capacity Estimator for ELL Assessment @ DRC
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Wide Area Network (WAN) Connection Capacity.
Local Area Network (LAN) Connection Capacity

ELL Testing Site Capacity Estimator

Launch of DRC INSIGHT
Average Time 10 Download Test Engine (BRI Se<onds (Good)
Startof Test
Average Time to Download a Readsng Domain Testing Form [JI0B|seconds (Good)
Average Time to Download  Ustening Domain Testing Form [JIIBI000| seconds (Good)
Average Time to Downlosd a Writing Domain Testing Form (BB} se<onds (Good)
Average Time to Downioad a Speaking Domain Testing Form [JGUDOB] Se<onds (Good)
During the Test
- [
e (o000,
Average Wait Time Between Writing terms (000} econds (Good)
Average Wan Time Between Speaking items [JHBI00]seconds (Good)

Connecticut DRC LAS Links Website

Assists site
planning by
factoring in site
variables and
showing how
they may impact
performance and
student’s testing
experience

Testing Site Capacity Estimator can be found on the DRC INSIGHT Portal

Downloads.

Assists in site planning by factoring in site variables and showing how they may
impact performance and student’s testing experience.
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COS Service Device Decision Guide
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Central Office Services (COS) Service Device Decision Guide

Connecticut DRC LAS Links Website

Helps answer:
“Where should the COS Service Device be located?”

Helps answer:

“Where should
the COS Service
Device be
located?”

Location
guidance based
on testing
population and
available network
capacity.

Location guidance based on testing population and available network capacity.
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Online Tools Training (OTT)
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@ https://wbte.drcedirect.com/LL/portals/Il

(Requires Google Chrome Browser or Safari on iPads)

DRCINSIGHT
Online

=Y | Check Your Answer:

Grades 6 to 12 Training Stud
Question 817 — .
NEZEZMRE |

Listen for Information

Practice A

Directions: Click or tap the “Question™ button to hear a conversation. Listen carefully. Then
you will answer a question.

Question:

P 00003 @—r ) ——

(® He thought it was really easy.

@® He thought it was a little difficult.

(@© He thought he did pretty well on it.

> 000w @

« —o—

° se Online tools training to verity that the setup Is working correctly before

testing.

° Itis recommended you still confirm ALL necessary content has been
downloaded by accessing the applicable configurations found in the COS

Dashboard.
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» Dedicated toll-free number and email address automatically directed to
certified agents

o LASLinksHelpDesk@DataRecognitionCorp.com

o 855-839-1181 Option 2 (2:00 a.m. - 5:30 p.m. ET)

« DRC Customer Service assists in areas such as:
o Testing device and COS Service Device setup and configuration
Troubleshooting

(©)
o Accessing secure documents and materials
o Providing Username and Password resets

O

Tips for navigating the user interface

CS

agents

LASLinksHelpDesk@DataRecognitionCorp.com
855-839-1181 Option 2 (9:00 a.m. - 5:30 p.m. ET)

* DRC Customer Service assists in areas such as:

Testing device and COS Service Device setup and configuration
Troubleshooting

Accessing secure documents and materials

Providing Username and Password resets

Tips for navigating the user interface
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Path to Successful Testing DRC

Each testing

Understand day, verify

/" Identify and

Become : ) environment
the key dates familiar with DRC verify site’s using e
and plan site INSIGHT solution, equipment “Day of Testing”
logistics user guides, meets testing

checklists, and
system
requirements

2 Checklist
requirements

R verity

WiFi, LAN
Implement ! d
Verify your ‘ COS,-)SeD, cos WAN, and ISP
DRC INSIGHT Configuration, network
Portal account and DRC connectivity and Prepare
and access INSIGHT Secure capacity students,

Applications educators, and

administrators
for testing
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Accessing This Presentation DRC
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These slides and a recording of this session will be posted on:
« Connecticut DRC LAS Links Website hitps://laslinks.com/connecticut-information/

@ LEADING THE WAY IN LANGUAGE ASSESSMENT DRC

HOME  ASSESSM DIGITAL LIBRARY ¥  RESOURCES ¥  NEW CUSTOMER ONBOARDING ¥ STATE PA(

% Connecticut DRC LAS Links Website
CSDE

2024-25 LAS Links Testing Window January 2-March 7, 2025
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Questions?
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